Norton Online Family Report 2010

Surfing, gaming, chatting...
That’s not all kids are doing online.

Tuesday, 6" July 2010

Effendy Ibrahim
Internet Safety Advocate & Consumer Business Lead, ASIA



What is Norton Online Family Repc

= NOFR is one of the largest studies of its kind
= NOFR is a significant study of children’s online behaviour and activities; and adults” understanding and
perspectives of children’s online lives.

= 274 year running for Singapore
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91% of people don't
feel very safe online
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Top parental concerns for children online are
access to inappropriate content and giving

out personal information



WHAT KIDS DO GAP:
ONLINE?

100%

5in 10 parents are not

el aware of the extent
i to which children

i download music and
ol videos online.

Surfing the Web Dow

dg legtf nds Online games




WHAT ARE KIDS
EXPOSED TO ONLINE...?

33% (*16%)  33% (*23%) GAP:

Been exposed
to violent/nude
images online

Downloadeda 26% (*11%)
virus Had someone
they don’t

know try to 6 in 10 parents reported

thereal worl that they don’t always
know what their child

looks at online

* Reflects parents perception



73% of children in Singapore have had a
negative online experience
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But only 64%
of parents know this...



Rules are in place...

7 in 10 parents have house rules in
place surrounding their kid’s use of
the Internet

Almost 4 in 10 parents have set
parental controls on their family
computer



of children say they follow the family rules




But...parents’ rules seem to
be “out of date”.

61% of children believe that
they are more careful about
online activities than their

parents




THE BAD NEWS:
3 in 10 believe their

parents are totally

disconnected from what

they are doing

THE GOOD NEWS:

Parents are always the

port of call for children when

they need support/help



Negative Online
Experiences Have a

Profound Emotional
Impact on Children
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children feel

embarrassed and live with

online regrets




| feel RESPONSIBLE!

73% (I downloaded a virus)
63% (I responded to an online s
45% (I saw violent/nude.i si

38% (Someo



Online ethics and
code of conduct




CHILDREN SETTING THEIR OWN RULES:

In addition to parents’ rules,

93% of kids have established their own rules for acceptable online behaviour

Kids rules for kids:

v'don’t bully or be mean to others online (65%)

v'ask people ‘s permission before passing on their personal information (64%)
v'don’t pass along embarrassing photos about others (64%)

v'don’t harass or stalk people (61%)



Stranger danger is a real threat to children online today!

On average Singapore children have 76 online friends
50% of the children have met all or nearly all of their online friends

57% of them have had someone they don’t know try to add them
on a social networking site

Children also admit to not always telling the truth online
] 43% mentioned that they already lied about their name online

1 39% lied about their names
] 33% lied about where they live



Is your child going to be
one of the 7 in 10 that has a
negative experience online?




Norton Online Family: Cool Parenting Tool

@ Norton™ Online Family Norton Apps = 5

*Transparency
*Intent
*Interest

e|nteraction

Want to see it in action?




Stuff You Can Monitor

“ Q - e_ https://onlinefamily.norton.com/familysafety/SettingsHome.fs

File Edit View Favorites Tools Help
NOI'tOI'I' @' @CﬂrdS&LUgins -

. Favorites | (@ Settings Home

"~ Online Family English =

Settings

n e e . Signed in as effendy.ibra...

Adib

Here's where you decide how best to keep your family safe

Instant x : x
Profile Web Search Messaging Time Notify

Enter information Which sites - and kinds Monitor the words, With instant ether your Limit the smount of Choose the adtivities

about which you want
member and identify are being searched. {or not ckay) to talk ‘ormation on computers. Al to be notified
their computers. with.

about esch family of sites - to visit. terms, and phrases that messaging, who's ckay ild z irate time cn all ho

socisl networking sites time to specific hours
or days of the week.
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Help in Setting Rules

ﬁ Web Settings - Windows Internet Explorer

‘. Q - f_ https://onlinefamily.norton.com/familysafety/childWebS

File Edit View Favorites Tools Help
Norton - @' @Cards&Lugins .

7 Favorites (& Web Settings

Settings

Signed in as effendy.ibra..

Adib

Web Site Settings for Adib n Web supervision:

How do you want to supervise Web activity?

Give a warning but allow Adib on the site anyway
@ Block the site
Manitor only (All Web blocking turned off)

¥ Check each Site Category below that you want to block from Adib (23 site categories currently blocked)

[X) Abortion (X Drugs ] Kids [_] Reference / Educational [X] Tobacco

[] Advertising [_] Entertainment & Music [J Legal [CJ Reigion [ Travel

@ Alcohol @ File Sharing @ Lingerie I:I Search |:I Uncategorized
O ar (%) Gambling (] Mature Content (] Sex Education [®) viclence

] Automotive ] Gaming [ mitary [¥] Sexual Orientation (%) weapons

[:J Business [:J General [:J News [:J Shopping D Web Mail

' Web Settings - Win...




When Your Kid Breaks a Rule

¥ Marton Safety Minder - Bodk - Windows [mernet Bqlorer
e‘ " Ll & hips e B35 com)’
v MY Szarch =< - 550 0D oee | B v Y Bookmerkss | 0P Check ¢ o dunofil v 4 & gerblieg
-::;: Cards & LagHng -
= | #® Mortan Safeby Mindar -..

Norton

You are not dllowed to go o this site.

o may nal krorw i, bul woane 888.com is consicenad o ba & Gambling Web sike

@ Jops, | made a mistake! Let me go back.

| want to tell my parents why | tried ta go
ta thiz Web site.

(Maximumn charaders. 250)
Yau hawe 250 charactens} left

P Irczmet | Pratected Moce On

S AL U




Setup Example: Allowable Time

{2 Time Settings - Windows Intemet Explorer =

File Edit View Favorites Tools Help
Norton - ' @Cards&Lugins -

Favorites | @& Time Settings

Time Settings for Hazig Ti n Time supervision: On (g

Select the hours that you want to block Haziq from using computer.
Click and drag the hours that you want to block or allow.
Enable Time Management Settings

|Midnight (AML) Hoon (P.M.)

21 2 3 T & 9 10 11 12 1 2
I N I Y T N TR N |

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

|:| Allowed |:| Blocked O Display time in % hour increments.

Total hours per day Haziq can use the computer: How to track computer time:

@ Count the total amount of time Haziq is logged onto the computer

Count only the amount of time Haziq actively uses the computer

Weekdays (Mon - Fri) 3 hours n

Weekends (Sat - Sun) 5 hours

Vihat to do when Hazig's computer time limit has been reached:

Automatically lock Hazig's computer

@) Report the activity, but let Hazig continue to use the computer

E ocumen - rcro... f_f Time Settings - Win... % E @i 7:50 AM




Notifying Parents ...

ﬁ Motification Settings - Windows Internet Explorer

@ Q - I3 efaimily NOMOM.EBm
File Edt Wiew Favorntes Tools Help
ng‘t@n = @ - 'l'.:,.' Cards & Loging =

Favorites £ Motrfication Settings

Settings

a E = E . o

Hazig
Motification Set‘tings for HaZlq Show Netity

Send email notifications 1o Web Content Social Networking

(] Haziq ignores a warning

¥ effendy ibrah.. - effendy ibrahim@g |#f] Raxin visils & blocked sile

Hazig crestes 8 new account

L
£

| Haziq uses an incorrect age

lorton Safety Minder Status Personal Information

[#] Norton Safaty Minder is turned off on any of Hazig's |##] Haziq s&nds personal infarmation

ADD TO LIST compulers

Instant Messaging

|i‘| Haziq asks to chal wih a Blocked IV Friend

/5 Notification Setting. Te AW Il WO 1AM




Giving Stuff to Chat About ...

ﬁ Chat Settings - Windows Intemet Explorer

File Edit View Favorites Tools Help
Norton- ' @Cards&Logins .

Favorites | @& Chat Settings

English & Help =

Settings

g e = e Signed in as effendy.ibra...

Hazig

Chatting rights for Haziq Instant Messaging n Chat supervision: On ()

New IM Friends should automatically be:

. Blocked: All chat iz blocked and menitored until new IM friends are approved.
Monitored: Chat is allowed, but conversation logs of new IM friends can be viewed.

Not Blocked or Monitored: Chat i allowed, with no converzation logs for new IM friends.

Currently, Norton™ Online Family can only monitor children’s Instant Messaging activities on PCs, not Macs.

IM Friend list (Set or change individual rights here)

Mo IM Friends currently found for Hazig

IM Account list




| )
PC Security

Protected

You are protected for Web
browsing, email and instant
messaging.

Definitions Update:
4 minutes ago »

Norton

from symantec

Run Livelpdate Scan Now

Forget Security: All-in-One

Tasks Settings My Account Product Feedback Help & Support

You are protected.

v LN L N

Identity Protection Backup PC Tuneup

Protected Protected Protected

Yau are secured for anline You need to set up backup to
shopping and banking. protect your files from loss and

disaster. Run Disk Optimization

View Details

Run File Cleanup

Run Diagnostic Report

Run Startup Manager

i O

Get Support Subscription Status: 348 days remaining



ADVICE FOR PARENTS:

1. Regularly talk about online activities; Show an
interest;
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Encourage your children to come to you if they
experience anything unpleasant online;
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3. Maintain up to date security software to protect
your computer from any malicious software
inadvertently downloaded;
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4. Prepare kids for good or bad experiences;
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Highlight the importance of thinking before
clicking and downloading;
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F o — — , 6. Use a browser search advisor to identify
L — safe/unsafe sites;

7. Children need to know that their parents will
listen and not blame or punish them when things
go wrong online.

8. Download and install the free Norton Online
Family tool ( );



N rton

THANK YOU!



